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Article 1: Purpose

This Customer Personal Information Protection Agreement (this “Agreement”), is hereby incorporated into and made
a part of that certain General Service Purchase Agreement, dated [INSERT DATE] by and between LVMH Watch
& Jewellery (Shanghai) Commercial Co., Ltd.(“LVMH W&J”), and [INSERT VENDOR NAME] (“Vendor”). In the
event of a conflict or inconsistency between this Agreement and General Service Purchase Agreement, the terms

and conditions set forth in this Agreement, shall govern and control.

Avrticle 2: Scope

This Agreement acknowledges that Customer Personal Information (hereinafter defined and referred to as “CPI”) of
or regarding the Customer of LVMH W&J may be discussed between Vendor and LVMH W&J (hereinafter known
collectively as the “Both Parties”). The provisions set forth in this Agreement define how Vendor protect CPI under
different circumstances, and include the remedies, penalties and lawful action that LVMH W&J may take for
violation actions.

Both Parties agree that it is in their best interests to protect the CPI, and that the terms of this Agreement create a
bond of trust and confidentiality between them.

This article will remain in force after the termination or expiry of the Agreement for whatever reason.

Article 3: Definition

“Customer” means a person or organization that buys goods or services from LVMH W&J or its subsidiaries

(collectively “LVMH W&J”)as well as leaving CPI through any channels.

“Lifecycle Management” means management of CPI may involve one or more of the following situations:

collection, storage, processing, sharing, transfer, disclosure and destruction of CPI.

“Vendor” means a person or entity that provide products or services to LVMH W&J and get paid. Vendor may be
applicable in one or more of the following circumstances:
4.  “Commissioned Management of CPI”. Vendor undertakes Lifecycle Management of CPI on behalf of

LVMH W&J. LVMH W& acts as the data controller, and vendor acts as data processor.
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5. “Commissioned Development”. Vendor develops and/or operates Digital Channel for LVMH W&J.

6. “Data Co-controllers”. Refers to the definition of “Data Co-controller”.

“Personal information” means all information that is recorded electronically or by other means and can be used
solely or in combination with other information to identify a certain natural person or reflect the activities of a certain
natural person.
Note: Personal information includes name, date of birth, ID number, personal biometric information, residential
address, contact information, communication records and content, account password, property information,
credit information, whereabouts, hotel accommodation information, health and physiological information,

transaction information, etc.

“Customer Personal Information” (“CPI”) means personal information of Customer of LVMH W&J.
The ownership of CPI belongs solely to LVMH W&J except the circumstance when LVMH W&J and Vendor are

Data Co-controller.

“Customer Personal Sensitive Information” means CPI whose leaked, illegal provided or abused may endanger
Customer personal and property security and easily lead to damage of personal reputation and physical or mental
health, or discriminatory treatment.

Note: Personal sensitive information includes ID number, biometric information, bank account number,
communication records and content, property information, credit information, whereabouts, hotel
accommodation information, health and physiological information, transaction information, and personal

information of children at or under 14 years old.

“Consent” means behavior whereby a Customer grants a clear authorization on certain Lifecycle Management of
personal information through written statement or proactive aftirmative action.
Note: Affirmative actions include statement (in electronic, paper form or orally) proactively made by Customer and

proactively checking or clicking on “Agree”, “Sign up”, “Send”, “Dial”, etc.
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“Digital Channel” means network channels/platforms/scenarios/applications through which Vendor conduct
Lifecycle Management activities of CPI with authorization of LVMH W&J. Such as company websites, customer

digital card, Mobile APP (IOS or Android), WeChat official account, WeChat mini program, Weibo, T-mall, JD, etc.

“Data Co-controller” means Vendor acts as data controller who owns and manages the lifecycle of personal
information collected by Vendor and later transferred to LVMH W&J. Such personal information can be regarded as
CPI after the transmission to LVMH W&J, in which case LVMH W&J and Vendor become Data Co-controllers and

share the ownership of CPI.

“Security Incident” means any event impacting or likely to impact the security of CPI in terms of availability,

integrity, confidentiality and traceability.

“Data Breach” means any event leading to the accidental or unlawful destruction, loss, alteration, unauthorized

disclosure of or access to CPI. A Security Breach is a Security Incident.

Article 4: Provisions

Collection of CPI

Applicability
In the event of Commissioned Management of CPI, Vendor shall follow the requirements under Clausel-4 in Article
4
In the event of Data Co-controller, Vendor shall follow the requirements under Clause 1-5 in Article 4.
Clauses
28. Vendor shall collect CPI after obtaining written authorization from LVMH W&J regarding types of CPI,
methods of collection, frequency of collection, purpose of collection, efc. Collection of CPI should be
legitimate according to applicable legislation. Therefore, Vendor shall not

a) Cheat, trick or force Customer to provide his or her personal information.
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29.

b) Conceal the personal information collection function of a product or service.
c) Obtain personal information from illegal sources.
d) Obtain personal information that is not allowed to collect by Applicable Legislation.
e) Collect personal information from channels that are considered inappropriate by LVMH W&J
or Applicable Legislation.
Vendor is not allowed to collect CPI without written authorization of LVMH W&J. If additional CPI
collection is regarded as necessary by Vendor, Vendor shall communicate with LVMH W&J 1 week at
least in advance and ask for written authorization. LVMH W&J shall not be responsible for any legal
disputes arising from illegitimate collection by Vendor.
Collection of CPI by Vendor shall follow the minimum collection principle prescribed by the Applicable
Legislation and shall not exceed the authorized scope (types of CPIL, methods of collection, frequency of
collection, purpose of collection, etc.) by LVMH W&lJ.
When Vendor collects CPI through Digital Channel or other methods (e.g. offline collection channels in
physical stores, commercial activities), Vendor shall explicitly inform Customer of the types of CPI to be
collected respectively by different business functions of the product or service provided, as well as the
rules for collection and use of CPI so that to obtain Consent from Customer. Methods of informing
Customer include:
a) Privacy policy provided by LVMH W&J Which Vendor shall be obligated to release and
maintain on each Digital Channel defined in Article 3 in this Agreement.
i. The privacy policy provided by LVMH W&J shall be published and easily
accessible, e.g. inserting links in prominent positions on the homepage of Digital
Channel.
ii. The privacy policy shall be an independent document and separated from User
Agreement.
iii. In other circumstances despite Digital Channel, privacy policy shall be delivered to
each Customer by contract, link, message, email or other means; The privacy policy
can be released in the form of announcement if the cost is too high or there is

significant difficulty.
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30.

iv. When the privacy policy provided by LVMH W&J changes, Vendor shall provide
necessary assistance with LVMH W&J in re-informing Customer and update the
privacy policy provided by LVMH W&IJ in each scenario of collecting CPI.

b)  Under the circumstance where privacy policy is not a feasible method to inform Customer,
Vendor shall, send mails, make phone calls or push notifications to Customer regarding the
types of CPI to be collected respectively by different business functions of the product or
service provided, as well as the rules for collection and use of CPL.

In the case when the information generated by the processing of personal information collected can be
regarded as CPI, processing of the newly generated CPI shall be within the range of authorization
obtained from Customer. If it is beyond the range of Customer’s authorization, Vendor shall

¢) Inform Customer and re-obtain the Consent from Customer as per Article 4.2 (a), (b) in this
Agreement.

d) Notify LVMH W&J within 5 working days to update privacy policy, if applicable.

For collection of Customer Personal Sensitive Information, Consent of Customer to be obtained must be
voluntary, concrete, clear and based on full knowledge of the collection.

Whether a business function is core business function or additional function should be confirmed by
Vendor with the IS&T/Legal/Business Unit of LVMH W&J.

Prior to the collection of Customer Personal Sensitive Information by means of proactive provision or
automatic collection, Vendor shall:

a) Inform Customer of the core business functions of the products or services provided and the
Customer Personal Sensitive Information which needs to be collected for the core function;
clearly inform Customer of the impact caused by his/her refusal to provide Consent (e.g.
normal function of products or services provided for Customer may fail). Customer shall be
allowed to choose whether to provide such information or give Consent to automatic
collection.

b) In the case when the product or service provides other additional functions, when Customer
Personal Sensitive Information needs to be collected, Vendor shall, prior to collection, inform

Customer of what Customer Personal Sensitive Information is required for fulfilling which

EANEERIFDN_MNFER (FXHR) 202056 5 1H
LVMH WATCH& JEWELRY CHINA



31.

32.

©)

additional function, one by one, and allow Customer to choose, whether to provide such
information to each additional function, one by one, or give Consent to automatic collection. In
the case when Customer refuses, corresponding additional functions may not be provided, but
Vendor shall not stop providing core business function on this ground and shall ensure
corresponding service quality.

Note 1: Methods of inform may refer to Article 4.2(a)(b) in this Agreement.

Note 2: Functional interface is an optional method of informing Customer of business functions and the
required CPI by each business function. Vendor shall provide a functional interface for Customer proactively
before the collection of Customer Personal Sensitive Information, such as during the product installation
process, or when Customer first uses the product or service, or when Customer registers an account.
Vendor shall not collect or process CPI of minors under 18 years old on behalf of LVMH

W&IJ. If Vendor possess such CPI which has been collected on behalf of LVMH W&J, Vendor

shall delete the according CPI.

Vendor shall only provide products and services through Digital Channel with Customers who has

submitted authentic identity information through Digital Channel (e.g. Vendor shall deploy the

authentication mechanism for Customer identity by collecting Customer cell phone number and send

verification code to verify the authenticity of the number). Vendor shall bear potential financial penalty

stipulated in Applicable Legislation (e.g. China Cybersecurity Law) at Vendor’s own cost due to refusal

to perform such obligation as per this Agreement or failure to make corrections.

Vendor, serving as Data Co-controller, shall establish a comprehensive privacy policy which the

collection and the subsequent processing activities of CPI by Vendor are strictly subject to. Contents of

Vendor’s privacy policy include but are not limited to:

i)

)

General information of Vendor, including registered name, registered address, office location,
and contact information of the person in charge, etc.

Purpose for collection and processing of CPL, and the business functions covered by the
purpose, e.g. using CPI to push commercial advertisements, using CPI to form direct user

profiling and its uses, etc.
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k) CPIrespectively collected by each business function, CPI processing rules covering collection
methods and frequency, storage area and storage period, as well as the actual range of CPI to
be collected.

)  Purposes of sharing, transfer and public disclosure of CPI, types of CPI involved, types of a
third party that receives CPI, and corresponding legal liability.

m) Basic principles of CPI security followed, data security capability of the controller, and CPI
security measures adopted.

n) Rights of the personal data subject and the mechanism for the realization of such rights, e.g.
access method, correction method, deletion method, account closing method, Consent
withdrawal method, method for obtaining a duplicate of CPI, and method for restraining the
automatic decision-making of information system, efc.

0) Possible security risks after CPI is provided, and possible impact if fail to provide CPI.

p) Channels and mechanisms for responding to inquiries and complaints from the
Customer, and external dispute settlement agency and its contact
information.

Vendor’s privacy policy shall be published and easily accessible, e.g. inserting links in prominent

positions on the Vendor’s homepage of website, mobile application program installation page,

social media homepage, efc.; The privacy policy should be an independent document and separated
from User Agreement; The privacy policy should be delivered to each Customer by contract, link,
message, email or other means; The privacy policy can be released in the form of announcement if

the cost is too high or there is significant difficulty; In case of a change to the matters set forth in a)

to h) in this clause, the privacy policy shall be updated promptly and Customer shall be re-

informed.

Vendor shall be aware of potential consequences of violating requirements hereinabove (e.g. being

requested by relevant regulatory departments to delete CPI due to illegitimate collection). Vendor

shall make every effort to ensure the compliance with Applicable Legislation and minimize any

possible disruption of LVMH W&J’s business caused by the consequences upon violation of
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Applicable Legislation. Vendor shall reimburse LVMH W&J for actual costs suffered by LVMH

W& arising out of such disruption of business.
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Storage of CPI

Applicability

In the event of Commissioned Management of CPI, Vendor shall follow the requirements under Clause 6-8 in Article
4

In the event of Commissioned Development, Vendor shall follow the requirements under Clause 9 in Article 4;

In the event of Data Co-controller, Vendor shall follow the requirements under Clause 7 in Article 4.

Clauses

33. If Vendor’s service provided to LVMH W&J involves and/or depends on storing the collected CPI,
Vendor shall store CPI exclusively within the territory of China unless with express prior written
approval of LVMH W&J.

Vendor shall ensure the effectively implement data minimization and limited retention by following the
principles:
a) Refer to 2.2 “Personal Data Processing entrusted to the Service Provider” in Attachment V of
General Service Purchase Agreement.
b)  The storage of CPI shall be physically separated from other data belonging to Vendor,
Vendor’s other clients or any third parties.

34. Vendor shall maintain the matching degree between the service resources and the number of clients, and
shall always maintain the data analysis capability, system maintenance capability and information
security capability in line with the service quality required by LVMH W&J.

Vendor shall determine appropriate security measures to be taken, from both management and technical
perspectives, to enhance its data protection capability and limit the likelihood (e.g. leakage, destruction
and loss of CPI) and impact (e.g. leakage of CPI may harm the interests of Customer) of potential risks
to an acceptable level.

In any case, security measures shall be in accordance with the security provisions of good industry
practices or the advanced technical standards available in the market. Vendor shall be able to provide

LVMH W&J with a list of duly authorized persons and audit trails in response to a request from the latter.
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Vendor shall be aware of potential consequences of violating requirements hereinabove (e.g. lack of data
availability and integrity due to leakage of CPI). Vendor shall make every effort to ensure the compliance
with Applicable Legislation and minimize any possible disruption to LVMH W&J’s business caused by
the consequences upon violation of Applicable Legislation. Vendor shall reimburse LVMH W&J for actual
costs suffered by LVMH W&J arising out of such disruption of business.
Detailed requirements refer to Appendix A of this Agreement.
More requirements refer to 1.1 “General security obligation” and 2.4 “Processing security and
confidentiality”in Attachment V of General Service Purchase Agreement.
35. If Vendor receives any Customer’s request with respect to their personal information or request on
exercising their rights,
a) Referto 1.1 “General security obligation” in Attachment V of General Service Purchase
Agreement.
Note 1: Rights of Customer include the right to access, the right to obtain the rectification or deletion of CPI
or to restrict (block) the processing of CPI, the right to object to decisions based on profiling, the right to data
portability and the right to withdraw Consent.
36. Vendor is obligated to get Classified Protection of Cybersecurity (MLPS 2.0) certification for systems

that contain CPI. Certification shall be updated if expired.

Processing of CPI

Applicability
In the event of Commissioned Management of CPI, Vendor shall follow the requirements under Clause 10-18 in
Article 4;
In the event of Commissioned Development, Vendor shall follow the requirements under 19 in Article 4.
Clauses
37. Vendor shall keep a register of the processing activities carried out on behalf of LVMH W&J. Details
requirements refer to 2.3 “Register of Processing activities” in Attachment V of General Service

Purchase Agreement.
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38. Processing of CPI shall not go beyond the authorized scope by Customer. In the event when it is indeed
necessary to process CPI beyond the above scope, Vendor shall obtain Consent from Customer (refer to
Article 4.2 and Article 4.3).

Under specific circumstances, if clear identity directionality is not necessary, Vendor shall implement
indirect user profiling to avoid pointing precisely to specific individuals, such as pushing commercial
advertisement to Customer.

39. In the event when Vendor commission subcontractors in processing of CPI, Vendor shall refer to 2.6
“Subcontractor” in Attachment V of General Service Purchase Agreement.

In any case, Vendor shall remain fully liable towards LVMH W& for the performance of its
subcontractor’s obligations.

40. If Vendor merges with a third party, be merged by a third party or be directly or indirectly controlled by a
third party,

a) If Vendor has not obtained prior written authorization from LVMH W&J, Vendor shall not
disclose any CPI of LVMH W& to the third party and immediately return the CPI to LVMH
W&IJ or destroy permanently all CPI that Vendor may hold as required by LVMH W&J.

b) However, if prior written authorization from LVMH W&I is obtained, Vendor may continue
the processing of the CPI and the processing shall remain compliant to this Agreement and to
Applicable Legislation. Responsibility of Vendor defined in this Agreement shall be inherited
by the merged entity.

41. With regards to Security Incident, Vendor shall:

a) Develop a contingency plan for responding to Security Incident, including job responsibilities
and incident response strategies and procedures. The contingency plan shall be updated
regularly or update in a timely manner according to the changes to relevant laws and
regulations as well as the disposal results of Security Incident.

b)  Organize incident response training and emergency drills for Vendor’s employees regularly (at
least once a year) to inform them of job responsibilities and emergency response strategies and

procedures.
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c)

d)

€)

Vendor shall draft, collect and provide any available material (include but not limit to relevant
records, logs, files, data reporting) required to comply with Applicable Legislation, good
Industry practices or as otherwise required by LVMH W&J within the time period required by
LVMH W&J. Relevant materials of CPI Security Incident shall include:

i. Contents of the incident, including but not limited to: person who discover the
incident, personnel to whom the incident is reported, time and place, what CPI and
number of Customer involved, name of the system on which the incident occurs,
impact on other connected systems.

ii. Assessment result of the possible impact of the incident, what necessary measures to
be taken to control the situation and eliminate hidden dangers, the according
responsible personnel with the personnel’s contact information and any changes
made as a result of the incident (add, modify, or delete).

More requirements and related indemnification issues refer to 1.3 “Security Incident and Data
Breach management and notification” in Attachment V of General Service Purchase
Agreement.

Malicious program related requirements refer to 1.2 “Malicious Programs” in Attachment V of

General Service Purchase Agreement.

42. In the light of Applicable Legislation, Vendor agrees to improve its management of organization through:

a)

b)

<)

Developing CPI protection plan or policy to ensure legal representative or head of the
organization assume total responsibility for overseeing the CPI security, including providing
human, financial and material resources to fulfill the CPI security mission.

Designating a person and department to oversee CPI protection.

If Vendor processes CPI of over 1,000,000 people or expects to process CPI of over 1,000,000
people in the next 12 months or Vendor’s the main business involves personal information
processing, and the number of employees is more than 200, Vendor shall appoint a full-time
officer in charge of CPI protection and establish a CPI protection department to be responsible

for CPI security work.

EANEERIFDN_MNFER (FXHR) 202056 5 1H
LVMH WATCH& JEWELRY CHINA



d) Responsibilities that the CPI protection officer and CPI protection department shall perform

include but are not limited to:

Vi.

Vii.

Plan and implement the CPI security work within the organization and be directly
responsible for CPI security work.

Develop, issue, implement and regularly update privacy policy and related
regulations.

Establish, maintain and update a list of CPI processed by Vendor (including CPI
type, amount, source, recipient, efc.) and a policy on authorized access;

Conduct CPI security impact assessment.

Organize CPI security training.

Test the products or services before they are published online, to avoid
illegitimate collection and sharing of CPI.

Conduct security audits.

43. Vendor shall establish a CPI security impact assessment system and carry out a CPI security impact

assessment regularly (at least once a year).

a) The CPI security impact assessment shall focus on assessing the

compliance of processing activities with the basic principles for CPI

security, and the impact of CPI processing activities on the

legitimate rights and interests of Customer, including but not limited to:

Whether all CPI collection steps follows the principles of clear purpose, Consent
selection, minimum but adequacy, efc.;

Whether CPI processing may adversely affect the legitimate rights and interests of
Customer, including whether the processing will endanger the personal and property
safety, damage personal reputation and physical and mental health or lead to
discriminatory treatment, etc.;

Effectiveness of CPI security measures;

The risk that anonymized or de-identified data can be used to re-identify Customer;
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b)

<)

V. Possible adverse impact of a security incident on legitimate rights and interests of
Customer.
Re-assess the CPI security impact when there are new requirements in laws and regulations, or
major changes in business models, information systems and operating environments, or major
CPI security incidents.
Properly keep CPI security impact assessment reports by assigning responsible department or
system, to ensure that the reports are available for review by LVMH W&J or relevant

regulatory body if applicable.

44. With regards to personnel management and training, Vendor shall:

a)

b)

©)

d)

€)

Sign a non-disclosure agreement with relevant personnel (such as sales manager, customer
service, big data analyst, database administrator, efc.) engaged in CPI processing and review
the background of personnel who have access to large amounts of Customer Personal Sensitive
Information.

Inform relevant personnel engaged in personal information processing of the security
responsibilities of different roles and build a punishment mechanism associated with Security
Incident.

Require relevant personnel engaged in personal information processing to continue to perform
the non-disclosure obligation when transferred to other positions or when employment contract
is terminated.

Define the security requirements of CPI for external service personnel who have access to CPI,
or sign a confidentiality agreement with them and supervise them

Conduct professional training and assessment on CPI security for relevant personnel in CPI
processing positions on a regular basis (at least once a year) or in case of major changes in

privacy policy and keep training records (such as sign-in form and training content).

45. Vendor shall not disclose, share or transfer CPI to public or any third party including sub-contractors

unless expressly otherwise agreed with LVMH W&J.

Vendor shall provide all reasonable assistance to LVMH W&J with respect to any disclosure/notification

that the latter may be required to or elect to make, including but not limited to:
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a) In the case of publicly disclosure (publishing to all or certain groups) of CPI, Vendor shall
assist LVMH W&J in conducting personal information security impact assessment to ensure
effective protection of the rights of Customer.

b)  Accurately record and preserve the public disclosure of CPL, including date, scale, purpose and
scope of the public disclosure.

¢) Assist LVMH W&J in informing Customer of the purpose and types of disclosed information,
and obtained Consent from Customer before the public disclosure by LVMH W&J.

46. For Vendor responsible of developing Digital Channel for LVMH W&J, Vendor should take account of
“Privacy by Design” (PbD) (refer to Appendix B) by proactively embedding privacy protection into the
design and operation of IT systems, networked infrastructure, and business practices. Vendor should
make sure that preventative measures of privacy protection are fully integrated components in the
product provided for LVMH W&J.

With regards to security development of system, Vendor shall 1) identify security requirements before
designing the architecture of system, 2) conduct regular information security-related technical training
for developers responsible for Digital Channel (such as code specification, common software

vulnerabilities, efc.), 3) performs code reviews and code security scans on systems to be delivered and

generates test reports.

Transfer of CPI

Applicability
In the event of Commissioned Management of CPI, Vendor shall follow the requirements under Clause20-22 in
Article 4;
In the event of Data Co-controller, Vendor shall follow the requirements under Clause22 in Article 4.
Clauses
47. Unless expressly otherwise agreed, Vendor undertakes to keep the Lifecycle Management of CPI
exclusively in the territory of China and no CPI is transferred outside the territory of China by its own

sub-contractors, foreign affiliated entity or partners unless with express prior written approval of LVMH
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W&IJ. More requirements refer to 2.7 “International transfers of Personal Data” Attachment V of

General Service Purchase Agreement.

In the case when Vendor’s Lifecycle Management of CPI outside the territory of China has been

authorized by LVMH W&J, Vendor shall

a)

b)

©)

Assist LVMH W&J in conducting security assessment of CPI cross-border transfer and be
responsible for the legitimacy and accuracy of the assessment results.

Keep a record for all the cross-border transfer of CPI for at least 5 years including 1)
information of Vendor’s legal entity located outside the territory of China, 2) time of cross-
border transfer, 3) types, amount and sensitivity of CPI to be transferred and 4) other
information required to be recorded according to Applicable Legislation such as Guidelines for
data cross-border transfer security assessment (Draft).

More requirements refer to the last paragraph in 2.7 “International transfers of Personal Data”

in Attachment V of General Service Purchase Agreement.

48. In the case when Vendor is a foreign organization/institution and commission processing has been

authorized by LVMH W&J, Vendor shall:

a)

b)

<)

Ensure that the signing of this Agreement and the performance of the obligations stipulated by
this Agreement will not violate the legal requirements of the country/region where Vendor
locates.

When changes in the legal environment of the country or region where Vendor locates may
affect the execution of this Agreement, the recipient shall promptly notify LVMH W&J.

Comply with requirements as per Article 4.20in this Agreement hereinbefore.

49. In the event of transferring collected or/and stored CPI to LVMH W&J, Vendor shall:

a)

b)

Ensure CPI is kept complete, available and up to date during the stages of storage, processing
and transfer.

Be responsible for secure transfer of CPI to LVMH W&J, including but not limited to:
encryption of files containing CPI sent to LVMH W&J, encryption of portable storage devices,
using reliable delivery channels and designating specific personnel responsible of express

delivery.
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c) Keep records of every transfer to LVMH W&J for at least three years. Content of records shall
include: 1) name of sender, 2) name of receiver, 3) time of transfer, 4) method of transfer and
supporting security measures, 5) types, amount and sensitivity of transferred CPI, 6) amount of

Customer that involved.

Destruction of CPI

Applicability
In the event of Commissioned Management of CPI, Vendor shall follow the requirements under Clause 23-24 in
Article 4.
Clauses
50. The CPI storage period expires if any of the following conditions is met:
a) Storage of CPI no longer fulfils the original purpose of collecting CPI.
b)  Vendor has received written request from LVMH W&J claiming to delete the stored CPI.
¢) The CPI retention period specified by LVMH W&J has expired.
If the CPI storage period expires, Vendor shall refer to 2.8 “Conservation of Personal Data”and Article 3
“Handling upon Termination” in Attachment V of General Service Purchase Agreement.
51. When Vendor ceases providing the agreed products/services for LVMH W&J,
d)  Vendor shall discontinue collection of any CPI in a timely manner.
e) Vendor shall sent the termination notice to LVMH W&J two months in advance at least;
Vendor shall continue to comply with all the applicable clauses in this Agreement until all CPI
that Vendor may have in its possession has been returned in an interoperable or readable
format to LVMH W&J and all (hard or electronic) copies (including backup data) of the CPI
have been destroyed permanently that Vendor may have in its possession, regardless how and
where the CPI is stored.
f)  If the ceasing is caused by ceasing of business operation, Vendor shall send the termination
notice to LVMH W&J two months in advance at least; Vendor shall also be obligated to return

the CPI in an interoperable or readable format and to destroy all (hard or electronic) copies
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(including backup data) of the CPI permanently that Vendor may have in its possession,

regardless how and where the CPI is stored.

Audit &Indemnification

Applicability

In the event of Commission Management, Vendor shall follow the requirements under Clause 25-27 in Article 4;
In the event of Commissioned Development, Vendor shall follow the requirements under Clause 26-27 in Article 4.
Clauses

52. In order to demonstrate the compliance of Vendor with this Agreement and Applicable Legislation,
Vendor shall conduct regular internal(at least once a year) audit at its cost on related security policies,
related procedures, effectiveness of security measures associated with CPI protection and submit the
audit report to LVMH W&J, or accept third-party audit designated by LVMH W&J.

With regards to internal audit conducted by Vendor, Vendor shall also
e) Establish an automated audit system, to monitor and record the Lifecycle Management
activities of CPL.
f)  Ensure the records formed during the audit process are able to provide support for
Security Incident disposal, incident response and incident investigation.
g) Prevent unauthorized access, tampering or deletion of audit records.
h)  Promptly handle illegal use and abuse of CPI discovered during the audit.
With regards to third-party audit designated by LVMH W&, details requirements refer to 2.9
“Collaboration” in Attachment V of General Service Purchase Agreement.

53. LVMH W&J reserves the right to carry out any checks it deems useful in order to confirm that these
obligations of Vendor hereinbefore are being fulfilled. Details requirements refer to 3. “AUDIT” in
Attachment V of General Service Purchase Agreement.

54. Indemnification issues refer to Article 4 “Indemnification” in Attachment V of General Service Purchase

Agreement.

Article 5: Applicable Legislation
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Performance of this Agreement entails the Lifecycle Management of CPI, which is subject to Applicable Legislation.
Both Parties acknowledge they are aware of their rights and obligations under this Legislation and in relation with
CPI protection activities. Obligations of both Parties refer to 2.1 “Obligation of the Parties regarding Applicable
Data Protection Legislation” in Attachment V of General Service Purchase Agreement.
This article outlines relevant laws, regulations, rules, national standards and guidelines applicable to the protection
of CPI in accordance with this Agreement, including but not limited to:
Laws

Code law of the People's Republic of China (President's Order No. 35), 26th October,2019

Amendment to Criminal Law (ix), 29th August,2015

China Cybersecurity Law, st June,2017

The E-Commerce Law of The People's Republic of China, st January, 2019
Administrative regulations

Regulations of The People's Republic of China on The Security Protection of Computer Information Systems ,

18th February, 1994

Measures for Personal Information Cross-Border Transfer Security Assessment (Draft)

Note: Contractual requirements are derived from this draft version of Measures. When related Measures come into

effect, Vendor shall ensure its compliance and undertakes to assist LVMH W&J in related practices.

Regulations on Children s Personal Information Network Security Protection, 1stOctober, 2019

Guidelines for Internet Personal Information Security Protection, 10thApril, 2019
Technical specifications and standards

Information Technology - Personal Information Security Specification

Information Technology — Baseline for Classified Protection of Cybersecurity (MLPS 2.0),1st December,2019
Any disputes arising out of or in connection with this Agreement shall be submitted to Cyberspace Administration
of China or local court in accordance with its arbitral rules then in force. The arbitration award shall be final and

have binding force upon the Parties.
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Appendix A: Data Security Requirements

Policy and standard

Develop data classification standard, relevant data security policy and procedure.

Identity and access management

Set up the minimum access control rules to guarantee Vendor’s personnel and contractors can only access
the minimum CPI required by their duties, and only have the minimum data operation permission (e.g.
read, modify, delete, download) within a strict limit of what is needed to perform their duties;

Set up internal approval process for important operation of CPI, such as batch modification, copy,
download, etc., which should obtain LVMH W&J’s final approval through Email.

Ensure the roles of security administrator, data operator and auditor are assumed by different persons;
Responsibilities, obligations and basic information of employees who have access to CPI and related
information systems shall be clearly defined and recorded.

Mechanisms should be established to limit repeated attempts to gain unauthorized access to the

information system that contains CPI.

Physical security

Backup

Only authorized personnel in the data security policy may access the physical equipment storage location
where the information system is installed.

Permission should be obtained by employees to leave the company of Vendor with equipment and
documents containing any CPI, including e-mails and/or documents attached to e-mails.

When discarding a file or device containing CPI, measures should be taken to erase or physically destroy

it to prevent access to the contained data or subsequent recovery.

Vendor shall develop a policy or standard which addresses the security requirements for backup, recovery
and restoration of CPI for internal reference.

Vendor shall keep backup of CPI from unauthorized access and provide LVMH W&J with any information
related to the backup of CPI, including but not limited to: types, amount of CPI, amount of Customer

involved, storage location of backup, responsible personnel for backup, recovery testing and deletion, efc.
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Other technical measures

e In the case that personal information is displayed through interface (e.g. display screen, paper), measures
such as de-identification for the CPI to be displayed are necessary to reduce the risk of leakage of CPI
during the exhibition.

e  For the de-identified CPI, Vendor shall take technical and management measures to store de-identified
data separately from the information that can be restored to identify individuals and ensure no possibility
of re-identifying individuals in the subsequent processing of such CPI.

e For the storage of Customer Personal Sensitive Information, Vendor shall adopt security measures,
including encryption and data masking, or equivalent technologies.

e  For the storage of biometric information (e.g. fingerprints, facial features, voice prints, iris, efc.), Vendor
shall take technical measures before storage (e.g. take technical measures and ensure only the abstract of

biometric information is stored).

Appendix B: Checklist for Vender (applicable to Commissioned Development)
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